Cucrema KOHTpPOJISA N 3aLUNTDbI
ceteBoro ooopynosaHus AVSOFT NFI
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[HaMuKa yrpo3sbil

Cneunanuctbl Cisco Talos o6Hapy>Kvm|/|\
MWJIMOHbI CKOMIMPOMETUPOBAHHbIX
CeTeBbIX YCTPOUCTB B 54 cTpaHax Mmupa.
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Cpenu noctpagasLinx BEHOOPOB —
ASUS, D-Link, Huawei, Ubiquiti, UPVEL,
ZTE, a Takxe Linksys, MikroTik,
Netgear n TP-Link. /
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Mpo6nema 3awWmTbl CETeBOro 060pya0BaHNA

BonbWKMHCTBO KOMNAaHNN HE UCNONb3YHOT CpeacTBa 3aluTbl CETEeBOro
ob6opyaoBaHNs, YTO NOBLILLAET BEPOSATHOCTDb ClieAyoLWnx pUCKOB:
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KomnpomeHTauus MpucyTcTBUE B CeTn YHun4ToXXeHmne
N yTeyKa faHHbIX 3aMaCKNPOBaHHbIX BUPYCOB nHhopmaumu

OcTtaHoBKa PacnpocTtpaHeHune CeTb 3apaXXeHHbIX
6usHec-npoueccos donwnHra KOMMbIoTepoB (botnet)
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Network Filter Inspector

AVSOFT NFI

MHcnekTop ceTteBoro counbtpa
ONA 3aWmTbl CETEBbLIX YCTPOUCTB
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Oo6uwaa cxema opraHusauuu nogkntovyeHusi NFi
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CpaBHeHune opraHusauumn ceTu

UHTepHeT
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Bbixog B MHTEpHET |
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YucTblii Tpaduk |
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P m Tpadwuk + backdoor'sl

[0 oT ceTeBbIX 9KpaHOB
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CraHpapTHas cxema
opraHusauumn cetun

OpraHunsauus Tpacuka
npu nogkntovyeHuun NFI
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PYHKUMNOHAaNbHbIe 0OCOOEHHOCTMH

[Mpn ncnonezosaHum AVSOFT NFI coxpaHsaoTcst Bce npenMyLlecTsa

NGFW, npun atom 6noknpyeTtca HeECaHKLIMOHNPOBAHHOE
B3anmogenctene NGFW ¢ BHeLLIHUMN pecypcamu

[ononHutenbHble BO3MOXXHOCTN AVSOFT NFI:

Me>xceTeBon akpaH

Pabota Ha BTopoM ypoBHe mogenn OSI
[Padmkn Harpysku B peanbHOM BPEMEHM
[Mogaep>kka HECKOJbKKX NMpoBanaepoBs
«benble» N «4epHble» CMUCKN afpecoB
[Mogaeprxka 0TKa3oyCToONYMBOCTH

banaHcupoBKa Harpy3ku
OunHamunydecknm DNS
[Tpokcun-cepeep

DHCP cepsep
VPN-cepBep

IDS/IPS
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Bo3MoXxHble BapuaHTbl peanu3auun




-
KoHTaKThblI

@ +7 (495) 988-92-25 Q 127106, . Mockea,

yn. [OCTUHNYHaA, O. 5

office@avsw.ru @ WWW.avsw.ru
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